
Be very very quit. I'm 
hunting threats and 
actors. 

/Jesper Mikkelsen



Jesper Mikkelsen

Hunt with confidence
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What is Threat Hunting?

Threat hunting is the process 
of proactively searching through 

computer networks or data 
to find adversary activities 
before the real damage or 

breach happen



4 | ©2023 Trend Micro Inc.

Let’s use the Pyramid of Pain for Hunting
Tough!TTPs

ChallengingTools

FrustratingNetwork/Host 
Artifacts

SimpleDomain Names

EasyIP Addresses

TrivialHash Values

David Bianco's Pyramid of Pain
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Typical Threat Hunting Hypothesis Creation Process

Threat Intelligence
IoC’s, Tools, Actors, Campaign, TTP’s 

for emerging threats

Context of the Organization 
Environment

OS, Software, Previous Incidents, 
Partners, Vulnerability scans, 

penetration testing results, policies

Based on findings, define key 
elements of your hypothesis:
Potential targets: systems, software, 

privileged users…

Adversary techniques: TTPs

Analytics: Toolsets needed to verify 
your hypothesis
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The BAD news!

Evasion techniques

Anti-debugging

Anti-sandboxing

Software packing.
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The BAD news!
Anti-sandboxing
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The BAD news!
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The BAD news!

EVIL!
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The BAD news!
Software packing.
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The BAD news!
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The BAD news!
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The BAD news!
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The BAD news!



The good news!
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The good news!
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The good news!
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The good news!
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Now time to hunt threats!

Let’s have a look IRL.
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”The pattern matching swiss knife for malware researchers
(and everyone else)”

in short.. grep on crack…
http://virustotal.github.io/yara/

The good news.

http://virustotal.github.io/yara/
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The basics of Yara.

• Uses descriptions a.k.a rules.
• Aid’s in finding badness in a binary.
• Scan’s files and memory
• Pattern matching

• Strings 
• Regex
• Binary patterns {Hex strings}
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The basics of Yara.

• Example of a YARA rule to hunt for Cobalt beacons.
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Threat Hunting using YARA in 
VisionOne

Let’s have a look IRL.
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We have a match!
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Automating Adversary Based 
Threat Hunting

Let’s have a look IRL.
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IoC and TTP Based Hunting
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Intelligence Reports
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External Threat Intelligence

Via TAXII and MISP Integrations
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IoC based Hunting
In the Search App, you can search for many different objects like IP’s, URL, 
Domains, hashes, registry keys, file names, process names and command lines. 
But you can also search for partial matches or wildcard, not just 
Full match which may give you less hits.
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Query Language Samples

34
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TTP Based Hunting

Detection of malicious 
activity though 

signature or indicators 
can easily be defeated 
by changing attributes 

like IP’s, domains, 
URL’s, hashes. 

TTP’s on the other end 
don’t change as fast as 

indicators. Threat 
Actors, Campaign & 

malware variants share 
the same TTP’s & 
therefore can be 

fingerprinted & hunted. 
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How to get TTPs (MITRE ATT&CK Techniques)
Search App query based on tags : Txxx

Techniques Sub Techniques
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What other automations for 
Threat Hunting are available?
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Search App - Watchlist
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Automate the Hunt with APIs and XDR Detection Models
XDR Automation Center (API)

− https://automation.trendmicro.com/xdr/home
Locate v3.0 Public API under API Reference

https://automation.trendmicro.com/xdr/home
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Jesper Mikkelsen

Technical Director Nordics. 


