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Conguering Phishing Investigation
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Modern security team problems

» Security teams are suffering under a lack of manpower, skills, and

efficient solutions.
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= SOAR workflows to streamline

..... SecO PS

,,,,, Prioritize

Business Detect

intel

Collect

:::ir = Unifies security tools

Risk Decision
making

» Centralized platform/engine e il [LoYN2) e P

Threat
hunting

Remediate Investigation /

Workflow ' Human
/o intervention

= Usecases

Respond Triage

Image source: ,SOAR”


https://medium.com/@cloud_tips/soar-security-orchestration-automation-and-response-definition-best-practices-and-tools-8a20dd590bd5

SOA
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https://posts.specterops.io/introducing-the-funnel-of-fidelity-b1bb59b04036

Are you ready for SOA

= Goals and operational challenges

= Skills and resources

..... = Stakeholder support

.1t = Integration

= Consistent manual processes

= Mature SIEM/XDR
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Stakeholders - ROl and Business Value
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Planning for success

Dedicated team or person

;b = Force multiplier/empowerment —
13w Clear objectives during planning o
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SOAR selection factors

,,,,, = Capabilities

----- = Expenditure

= Open-source SOARs
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Onboarding & Execution

= Dedicated personnel
= Configure tool

= Develop workflows
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CYBEXRS

A Practical Implementation



CYBEXRS

Phishing Management
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CYBEXRS

Detection & Prevention Context
Finds and eradicates Provided for detections
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CYBEXRS

A Phishing Usecase

@ When | get a phishing email
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CYBEXRS
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CYBERS

Actionable Outcome

forward_to_teams Email analysis
Subject: [External] URGENT To: finance@cybers.eu From: officeonline474544@gmail.com:

Headers

spf: false () dkim: false () dmarc: false () spoofed: false ()

Indicators

(51/64) 9ce9c5a68201f8990489ebde68569cd20b5fc905ac09falfa7702ea0f382b313
Outcome

This email is likely a phishing email due to the same email being found malicious previously."

NOW | Create_ticket Answer user
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With SOAR, we turn the tic

e in our favour,
automating the routine to focus on the

extraordinary
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