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TODAY'S APPLICATIONS & APIS REMAIN UNDER CONSTANT ATTACK
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Protecting required for business logic
attacks
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What is business logic?

Business logic is the custom rules or algorithms
that handle the exchange of information
between a database and user interface
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Business logic vulnerabilities are flaws in the
design and implementation of an application
that allow an attacker to manipulate legitimate
functionality to achieve a malicious goal
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Known for Web Application Firewall
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Evolving Critical Infrastrucure Protection
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The Imperva Difference — App Security + Delivery

Before: After:
Used multiple vendors for security, bot mitigation, B Imperva Cloud Application Security provides a vertically
DDoS and CDN. integrated solution that unify capabilities to address all

use-cases with single onboarding.

Required application delivery rules that respond o ) o
rapidly to market demands and as part of B Imperva Cloud Application Security enforced policy in
DevSecOps. real-time enabling advanced automation to drive more

value in operations.
High cost to security operations due to maintaining

. . o .
multiple vendors solutions. B Unique single stack approach enabled 90% savings on

content served (bandwidth) by offloading it through

Limited capability to manage changes due to time Imperva Cloud Application Security CDN.
delay in activating changes.
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The Imperva Difference — Data Security

A global bank improved their ability to detect, respond, and recover from potential anomalies while meeting their NIST—

based compliance requirements.

The scope of the analysis was ~7.2B bank transactions during a 60 day period.

Before: Native Audit & Splunk
* 85,000 incidences in 60 days

~10,000 alerts per week

* 2FTE

10% of alerts investigated

* 0 significant incidents discovered

After: Imperva
* 723 incidences in 60 days

* ~60 incidents per week
° 2FTE
* 100% of incidents investigated

* 6 significant incidents discovered

Results

* Machine learning no tuning

* Manageable # of alerts

Equivalent FTE

All incidents investigated

914k DB records accessed by 1 person
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