


Introducing our
corporate human
firewall, Kevin
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Kevin goes webshopping
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Personal

(Kevin@Hotmail)

Business

(Kevin@Contoso)
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en Source Intelligence (OSINT) purposes, which helps to gather information about



Hey! We need to
buy some more
security!
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Which one
addresses our
concerns?
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CYBER SECURITY ECOSYSTEM
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Cost of a Data Breach Report 2024 (IBM)

Cost and frequency of a data breach by initial attack vector

$5.2

$5.0 Business email
{ o compromise, 4.88 Phishing, 4.88

Malicious insider, 4.99 (o) o
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o Stolen or compromised
Social engineering, 4.77 credentials, 4.81

$4.6 Unknown zero=day
vulnerability, 4.46

Known unpatched o
$4.4 vulnerability, 4.33
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O Accidental data loss and lost or stolen device, 4.28

$4.2 @ Physical security compromise, 4.19

(0] Cloud misconfiguration, 3.98
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Figure 7. Measured in USD millions; percentage of all breaches




How can we
protect against
B0%\ of attacks? ' Bt h e i

real-world attack data from Microsoft
Entra found that MFA reduces the risk

of compromise by 99.2 percent!

Microsoft Digital Defense Report 2023

Fundamentals
of cyber hygiene

- b

Enable multifactor
authentication (MFA)

Apply Zero
Trust principles

Use extended detection and
response (XDR) and antimalware

Keep up
to date

Protect
data

¢——— Outlier attacks on the bell curve makeup just1% — 5
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SECURITY
MATURITY
MODEL

By ARROW
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Identity Management

Data Protection

Security Monitoring

Endpoint Protection

Application Security

Access Control List

On site backup

Logs

Antivirus

Host Firewall

Email filtering

PKI

MFA

Data Segmentation

Encryption at Rest

Threat Intelligence

Mobile Device Management

Encryption

Spam & Phishing Control

Proxy
Firewall VPN
Network Security Segmentation NGFW
Network IDS
Code Review (SAST) Software Composition Analysis
DevSecOps

DAST

Artifacts Scanning

Role Based Access Control

Data Loss Prevention

Data compartmentalization

Threat Hunting
XDR

Orchestration

Host IDS

Sandboxing

Web Application Firewall
Web Application and API
Vulnerability Scanning

Proxy AV
AntiSpoofing
Wireless Security

Micro Segmentation

Workload Security
Web Application FW

Bot Detection

Identity and Access
Management

Disaster Recovery Backup

Content Disarm &
Reconstruction

SIEM
Behavioral Analytics

Security Posture Management

Endpoint Detection &Response
Al+ML

10T Device Management

CASB

Advanced Threat Monitoring

SSE

IT/I0T/OT

Security Monitoring

Compliance Monitoring

\/ ‘ Five Years Out

11



SECURITY
MATURITY
MODEL

By ARROW

N\ROW

Identity Management

Access Control List

Role Based Access Control

Identity and Access ‘

Management Microsoft Entra

—

q Data Protection
\

On site backup

Data Segmentation

Encryption at Rest

Data Loss Prevention

Data compartmentalization

Disas

RS Microsoft
Content Dis

Security Monitoring

Endpoint Protection

Logs

Antivirus

Threat Intelligence

Mobile Device Management

DAST

Host Firewall Encryption
Application Security Email filtering Spam & Phishing Control
Proxy
Firewall VPN
Network Securit
v Segmentation NGFW
Network IDS
Code Review (SAST) Software Composition Analysis
DevSecOps

Artifacts Scanning

Threat Hunting
XDR

Orchestration

Host IDS

Sandboxing

Web Application Firewall
Web Application and API
Vulnerability Scanning

AntiSpoofing
Wireless Security

Micro Segmentation

Workload Security
Web Application FW

Bot Detection

Reconstruction

SIEM

Behavioral Analytics

Security Posture Management Microsoft

Defender XDR

Endpoint Detection &Response

Microsoft
Al+ML Defender

For Endpoint

10T Device Management
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Microsoft Security
Exposure Managemen!

2

Microsoft Entra Suite

'Advanced Threat Monitori
SSE

IT/I0T/OT

a
Security Monitoring ‘
Microsoft
Purview

Compliance Monitoring
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Basics covered!
Long-term plan?
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Protect your critical assets

Business goals and risk

Oversight and monitoring

Configuration management

Posture management

Automation

Unified view of your technical estate




What about Kevin?
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Thank You
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