


Introducing our 
corporate human 

firewall, Kevin



Kevin goes webshopping

Business
(Kevin@Contoso)

Personal
(Kevin@Hotmail)

The Dark Web



Hey! We need to 
buy some more 

security!



CYBER SECURITY SHOPPING 
MAYHEM!
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Network Security

Endpoint Protection

Data Protection

Security Monitoring

Application Security

DevSecOps

SECURITY 
MATURITY
MODEL – 
VENDORS
By ARROW

Identity Management

What Do You 
Need?



Which one 
addresses our 

concerns?
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CYBER SECURITY ECOSYSTEM
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Remote
Users 

Sites

Offices

BYOD,
Unmanaged

Devices SaaS/Public Cloud

Internet

On Prem/Private Cloud

Finance/BankingISP/MSP Insurance/LegalUtilities SI/VAR/Distributor Transportation

Education/Research HealthcareGovernment/Military Manufacturing Consultant

CommunicationsLeisure/Hospitality Retail/Wholesale Software Vendor Hardware Vendor



Cost of a Data Breach Report 2024 (IBM)
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Identity Management Access Control List

PKI

MFA

Role Based Access Control
Identity and Access 

Management

Data Protection On site backup

Data Segmentation

Encryption at Rest

Data Loss Prevention

Data compartmentalization

Disaster Recovery Backup

Content Disarm & 
Reconstruction

Security Monitoring Logs Threat Intelligence

Threat Hunting

XDR

Orchestration

SIEM

Behavioral Analytics

Security Posture Management

Endpoint Protection
Antivirus

Host Firewall

Mobile Device Management

Encryption

Host IDS

Sandboxing 

Endpoint Detection &Response

AI+ML

IOT Device Management

Application Security Email filtering Spam & Phishing Control

Web Application Firewall

Web Application and API

Vulnerability Scanning

CASB

Network Security

Firewall

Segmentation

Proxy

VPN

NGFW

Network IDS

Proxy AV

AntiSpoofing

Wireless Security

Micro Segmentation

Advanced Threat Monitoring

SSE

IT/IOT/OT

DevSecOps
Code Review (SAST)

DAST

Software Composition Analysis

Artifacts Scanning

Workload Security 

Web Application FW

Bot Detection

Security Monitoring

Compliance Monitoring

SECURITY 
MATURITY
MODEL
By ARROW

MATURITY
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Identity Management Access Control List

PKI

MFA

Role Based Access Control
Identity and Access 

Management

Data Protection On site backup

Data Segmentation

Encryption at Rest

Data Loss Prevention

Data compartmentalization

Disaster Recovery Backup

Content Disarm & 
Reconstruction

Security Monitoring Logs Threat Intelligence

Threat Hunting

XDR

Orchestration

SIEM

Behavioral Analytics

Security Posture Management

Endpoint Protection
Antivirus

Host Firewall

Mobile Device Management

Encryption

Host IDS

Sandboxing 

Endpoint Detection &Response

AI+ML

IOT Device Management

Application Security Email filtering Spam & Phishing Control

Web Application Firewall

Web Application and API

Vulnerability Scanning

CASB

Network Security

Firewall

Segmentation

Proxy

VPN

NGFW

Network IDS

Proxy AV

AntiSpoofing

Wireless Security

Micro Segmentation

Advanced Threat Monitoring

SSE

IT/IOT/OT

DevSecOps
Code Review (SAST)

DAST

Software Composition Analysis

Artifacts Scanning

Workload Security 

Web Application FW

Bot Detection

Security Monitoring

Compliance Monitoring

SECURITY 
MATURITY
MODEL
By ARROW

MATURITY

Microsoft Security 

Exposure Management

Microsoft 

Defender XDR



Basics covered!  
Long-term plan?



Protect your critical assets

Business goals and risk

Oversight and monitoring

Configuration management

Posture management

Automation

Unified view of your technical estate



What about Kevin?



Thank You
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