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NETWORK DETECTION AND RESPONSE ON PREMISE AND IN THE CLOUD

Nowhere to hide: 

Hunting adversaries on the Network
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
Security is hard

Attackers are getting better
Tools are getting better

☺
Security is hard

Defenders are getting better
Tools are getting better
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Attackers are getting better
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Operation Triangulation (Kaspersky, at 37C3)
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Will I be replaced by AI?

Devising and Detecting Phishing: Large Language Models vs. Smaller Human Models

Fredrik Heiding, Bruce Schneier, Arun Vishwanath, Jeremy Bernstein
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Ancient History (pre-pandemic)
Following Sunburst Command & Control Traffic  
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● …do I even have Solarwinds?

● Have I been compromised?

● What did the attackers do? 

Threat hunting for Sunburst
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● Attack used the domain ”avsvmcloud.com” for C2
● Do we have any hosts reaching out? 

Threat hunting for Sunburst
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Threat hunting for Sunburst: DNS request 
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Threat hunting for Sunburst: Hosts reaching out



www.corelight.com

● Confirmed that we are impacted by Sunburst.
● Confirmed that several hosts are reaching out to attacker C2. 

● Is it establishing contact? 
● What commands are we receiving from the attacker?

Threat hunting for Sunburst
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Threat hunting for Sunburst: Requests getting through
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Threat hunting for Sunburst: DNS Replies = C2 

The malware starts in “Passive” mode, and only transitions to “Active” if it receives a DNS a record 
within the following blocks:

If it does not receive a reply in these ranges, it remains dormant and does not download a 
payload for the next stage. 
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Threat hunting for Sunburst: DNS Replies = C2 
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Threat hunting for Sunburst: Conclusion

● Confirmed that we are impacted by Sunburst.
● Confirmed that 10.0.2.103 is reaching out to attacker C2. 

● Confirmed contact and open C2 channel. 
● All commands mapped to dormant behavior.

● Now we just need to clean up a bit, patch and install block rules ☺
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Data is Key.
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Pre-Historic to Today 

Gozi (Banking Malware Family)
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Gozi Banking Malware

One of the most widely spread and longest-standing Banking Trojans

2006: First seen

Source code leaked

2023: Mihai Ionut Paunescu, a Romanian hacker, sentenced to three years in 
U.S. prison



www.corelight.com

Gozi Banking Malware
GOZI/ISFB C2 TRAFFIC: 
- 151.248.117.244 port 80 - diwdjndsfnj.ru - GET /uploaded/[long base64 string with backslashes and underscores].pct 
- 151.248.117.244 port 80 - diwdjndsfnj.ru - POST /uploaded/[long base64 string with backslashes and underscores].dib 
- 151.248.117.244 port 80 - diwdjndsfnj.ru - GET /uploaded/[long base64 string with backslashes and underscores].pmg
- 151.248.117.244 port 80 - iwqdndomdn.su - GET /uploaded/[long base64 string with backslashes and underscores].pmg
- 151.248.117.244 port 80 - iwqdndomdn.su - POST /uploaded/[long base64 string with backslashes and underscores].dib

GOZI/ISFB MODULES (ENCRYPTED DATA BINARIES): 
- 91.199.147.95 port 80 - 91.199.147.95 - GET /vnc32.rar 
- 91.199.147.95 port 80 - 91.199.147.95 - GET /vnc64.rar 

- 91.199.147.95 port 80 - 91.199.147.95 - GET /stilak32.rar 
- 91.199.147.95 port 80 - 91.199.147.95 - GET /stilak64.rar 
- 91.199.147.95 port 80 - 91.199.147.95 - GET /cook32.rar 
- 91.199.147.95 port 80 - 91.199.147.95 - GET /cook64.rar

https://corelight.com/blog/gozi-banking-malware
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Gozi Banking Malware

SIMPLE DETECTION:

$ cat http.log | zeek-cut host uri | gawk -F '\t' '$2 ~ /\/(stilak|cook|vnc)(32|64)\.rar$/ || ($2 ~ /^\/\w+\/([a-zA-Z0-
9\/]|_\/?2\/?F|_\/?2\/?B|_\/?0\/?A|_\/?0\/?D){200,}\.[a-zA-Z0-9]+$/ && gsub(/\//, "/", $2) > 10)'

https://corelight.com/blog/gozi-banking-malware
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Gozi Banking Malware

https://corelight.com/blog/gozi-banking-malware
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AsyncRAT
(How not to do) encrypted C2
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AsyncRAT

AsyncRAT is a Remote Access Tool (RAT) designed to remotely monitor and 
control other computers through a secure encrypted connection.

AsyncRAT can be delivered via various methods such as spear-phishing, 
malvertising, exploit kit and other techniques.

First seen in 2019

Whole family of malware with many variants
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AsyncRAT

Popular in spring 2024 (#4 most seen)

Remote Access Trojan

Uses HTTPS Command & Control

Uses its real name in x509 TLS certificate… 
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AsyncRAT

CN=AsyncRAT Server

https://corelight.com/blog/newsroom/news/hunt-of-the-month-detecting-async-rat-malware
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AsyncRAT

#path=x509 and ( 
certificate.issuer = /(((async|dc)rat|SXN) Server)|(DcRat By)/i or 
certificate.subject = /(((async|dc)rat|SXN) Server)|(DcRat By)/i )

https://corelight.com/blog/newsroom/news/hunt-of-the-month-detecting-async-rat-malware
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AsyncRAT

## AsyncRAT SURICATA RULE
# 
alert tls $EXTERNAL_NET any -> $HOME_NET any (msg:"CORELIGHT AsyncRAT
Style TLS Certificate"; flow:established,to_client; tls.cert_issuer; 
content:"RAT Server"; nocase; endswith; tls.cert_subject; content:"Rat"; 
nocase; reference:url,any.run/malware-trends/asyncrat; 
classtype:trojan-activity; sid:3000065; rev:1;)

https://corelight.com/blog/newsroom/news/hunt-of-the-month-detecting-async-rat-malware
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Defenders are getting better! 
Nowhere to hide
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It is everywhere:
- IoT/OT
- BYOD
- Shadow IT 

When you need it the most, 
you can still trust it

Invisible to threat actors,
no chance for adaptation

The case for NDR: Network Detection and Response 
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The power of network evidence 

Adversaries leave footprints on the network

The network provides evidence 

Evidence drives knowledge

Knowledge fuels disruptive defense
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Defenders are getting better! 
Inferences in Encrypted Traffic
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Analyzing encrypted traffic: SSH
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Analyzing encrypted traffic

SSH traffic analysis

Normal login Password guessing Exporting data 
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Defenders are getting better! 
AI & Large Language Models
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LLM

Generative AI use for a SOC analyst

Josef
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Generative AI use for a SOC analyst

Josef
LLM
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Generative AI use for a SOC analyst

Josef
LLM



www.corelight.com

Data is Key.
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NETWORK DETECTION AND RESPONSE | ON PREMISE AND IN THE CLOUD

THANK YOU!
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