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whoami

● Principal Security Architect

● Elastic Global Security Specialists Group

● Passionate about Security Operations and Intelligence 



Outline

● Current trends with AI 
● SOC challenges
● Where AI fits in: Workflows
● Considerations and best practices for AI adoption  



One year on, where are we? 



Interest in AI tools 
such as ChatGPT 

(Sweden )



Interest in AI tools 
such as ChatGPT 

(Estonia )



AI adoption in organizations isnʼt slowing down either!

https://www.lakera.ai/event/lakera-global-genai-security-readiness-report-deep-dive



"AI wonʼt replace humans — but humans with AI 
will replace humans without AI" 

- Prof. Karim Lakhani, Harvard Business School 



Letʼs bring it to Security
What challenges is todayʼs SOC facing?



Security
operations
challenges

Overtaxed SecOps teams

Low-fidelity detections

Growing attack surface



Recover

Respond

Detect

Identify

Protect



Alert overload: Challenges faced by SOC teams

4,482 Average daily alerts that SOC teams receive

 3 hrs/day Time spent manually triaging the alerts

67% Alerts beyond analyst capacity

83% Reported alerts are false 
positives, 
not worth investigating

Source: 90% of SOC analysts believe current threat detection tools are effective

$3.3B Annual cost for managing manual alert triage

https://www.securitymagazine.com/articles/99674-90-of-soc-analysts-believe-current-threat-detection-tools-are-effective#:~:text=On%20average%2C%20SOC%20teams%20receive,and%20not%20worth%20their%20time


The AI era is here

The SOC must counter threats 
to minimize damage
● Financial loss
● Operational disruption
● Exposure of sensitive data
● Reputational damage

Attacks are becoming more 
advanced and pervasive
● Global cybercrime ecosystem 

facilitates sophisticated attacks
● AI boosts social engineering, exploit 

development, vuln scanning & more



● Accelerating existing teams with 
AI-driven workflows

● Addressing the skill gap 
challenge

● Democratizing security

SIEM is evolving

● Log centralization

● Compliance and IR focus

● Visibility for the security team

SIEM 1.0

The birth of SIEM

SIEM 3.0

Generative
AI Revolution

● Finding threats missed by others

● ML augments rules-based detection

● UEBA added as a core use case

● Facilitating response and remediation 
workflows

● TDIR emerges Threat Detection, 
Investigation, and Response)

SIEM 2.0

Detections, Machine Learning, 
Automation, and Orchestration

Legacy Recent Future



AI-driven security analytics
Powered by the Elastic Search AI Platform

Triage a flood of alerts down 
to the attacks that matter

Augment expertise to boost 
SOC productivity

Accelerate onboarding of 
custom data sources



Unlock generative AI for your SOC

Real-time visibility

Security and privacy

Retrieval augmented generation

Open LLM ecosystem



ACCELERATE DATA 
ONBOARDING

Automatic Import
● Create custom data integrations in 

minutes, not days

● Extend visibility beyond Elasticʼs 
400+ prebuilt data integrations 

● Reduce the cost, complexity, and 
stress of SIEM migration

NEW



AUTOMATE TRIAGE

Attack Discovery
● Prioritize attacks, not alerts

● Assess alerts holistically, rather than 
as a succession of one-off events

● Get guidance on what to do next, 
ask follow-up questions, and take 
immediate action

Attack discovery



EMPOWER PRACTITIONERS

AI Assistant
● Make every user a power user

● Guide analysts through triage, 
investigation, and response

● Help admins with routine tasks



Elastic AI Assistant - Behind the Scenes

ResponsePrebuilt/Custom Prompt +

Knowledge Base / User Data

Context Window

Alerts Elastic Provided 
Content

Prebuilt/Custom Prompt

LLM of Choice



All this is great, but is AI 
safe to use? 



As with most things, there are always risks

● Ensuring data privacy and confidentiality

● Human validation 

● Informed choice of LLM

● Adherence to governance and regulation

● Employee training and awareness

The steps we can take include:



Security can be a bear…

Elastic Security can help.

● Arm every analyst
● Accelerate security workflows 
● Improve security posture
● Optimize security budgets 
● Centralize security operations

Thank You!

Visit our booth!



See the power of 
prevention with     
Elastic Security 

ohmymalware.com 

Try Elastic Security
for yourself at 

cloud.elastic.co

14 day free trial)

Download the              
Elastic security labs 
Global Threat Report 

elastic.co/security-labs

Check out more    
Elastic Security 

customer stories

ela.st/security-stories

For more information

http://www.ohmymalware.com
https://www.elastic.co/training/elastic-security-quick-start
https://www.elastic.co/explore/security-without-limits/global-threat-report
https://ela.st/security-stories

