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The Current State of Security
Operations

Alert Overload

63%

Increase in attack surface
in past three years

3

Hours spent manually
triaging alerts per day

4,484

The average number of
alerts generated per
day

67%

Percent of daily alerts
unable to investigate



The Current State of Security
Operations

The Undeniable Truth
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Excessive + Complexity + Inadequate === Increased Risk
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The Current State of Security Operations

Security Tool Explosion Continues

15-20 50-60 >130

Small Businesses Mid-sized Companies Enterprises
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The CISO’s Main Concerns

IS My SECURITY
STACK WORKING
CORRECTLY?

AM | ALREADY
BREACHED AND DO
NOT KNOW IT?

ARE THERE ASSETS
THAT ARE UNPROTECTED
IN MY ENVIRONMENT?

WILL A KEY RESOURCE
LEAVE THE TEAM
UNEXPECTEDLY?

AM | MISSING
CRITICAL ALERTS?



Common SecOps Pain Points

Blindspots Rule Creation Correlation Response
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The State of Cyber Security Today
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A Modern Approach to SecOps

The time to evolve security operations is now

Alert-Centric

Investigations




Case Centric Investigation

Ingest, normalize, and enrich alerts and logs
from
any data source

Using Al, cases are automatically created,
grouping related alerts/events

Complete investigations and respond directly
from the platform

O 10.30.0.1 & 10.30.2.1 (1) 1 snehal

Internal User Agent Anomaly

2/1/24,629 AM i P
TACTIC TECHNIQUE Q
XDR NBA XDR User Agent Anomaly 10.30.0.1
DESCRIPTION
An internal HTTP connection was made between 10.30.0.1 (private) and 10.30.2.1 (private) o o o QO
by a user agent (XTC) that has never been observed by Stellar Cyber before (or been seen wip ai P
very rarely) after days of silence. Q Q
10.30.2.3 10.30.2.7 10.30.2.1
sh malwaredownload sudo [1s
\ 4 | v A
env wget sleep su ufw

A single case could include 50 or more related events.



Organizations are Replacing Standalone Security Point Tools
with Integrated, Multi-product Platforms

67% want an open considering XDR
suite of products platform

Enterprise
Strategy Group




The Case for Open XDR? The Tool
Problem
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Why Open XDR

Reduce
Manual Work

Onboard any
technology

enhancing
security tool
investments

Reduce SOC
Burnout



Introducing Stellar Cyber
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Introducing Stellar Cyber

Single unified Al-driven platform
to detect, correlate, and respond to threats fast.
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Collect & Normalize Detect & Correlate Investigate & Respond
Ingest, normalize, and enrich  Uses Al to automatically analyze  Enables your security team to
security alerts, logs, and and correlate collected data to complete effective
telemetry from any product identify cyber threats investigations fast



Stellar Cyber Driving a Modern Approach to SecOps
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https://www.linkedin.com/company/handreamnet
https://global.hitachi-solutions.com/
https://www.google.com/search?q=d3+security&rlz=1C5CHFA_enUS892US892&sxsrf=APq-WBvIpmuszYmXubq_RsHr_J-6wwFUSA:1651087488136&tbm=isch&source=iu&ictx=1&vet=1&fir=ObzBhHfLFMSaNM%252CEyW_mXzISF6ZKM%252C%252Fm%252F064khnq&usg=AI4_-kRWrFPSaI91aI342a7H1X1cJrbSfw&sa=X&ved=2ahUKEwi4s-SZ_LT3AhXFZzABHcpMB1oQ_B16BAhUEAI

Stellar Cyber Driving a Modern Approach to SecOps

Industry Recognition

Gartner

2023 XDR Market Guide

2024 NDR Market Guide

2024 Hype Cycle™ for Security
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STELLAR CYBER OPEN XDR
SIMPLIFIES THE COMPLEXITY OF SECURITY OPERATIONS

Simply Connect all your existing Automatically Identify Automate Response
tools into the Stellar Cyber Open and Correlate threats using and take decisive
XDR Platform intelligent data analysis action fast
<7



OPEN XDR - Single Platform, Single License

Automated Case
[ e

Detection & Correlation Engine

Security Data Management & Data Lake




Stellar Cyber Open XDR Platform — Single Platform, Single License

Tools & Telemetry

Security Alerts

IT System Logs

OT System Logs

Public Cloud Data

User Activity

Network Traffic

Other Security
Relevant Data

Collect
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Rule Based
Alerts
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Threat
Hunting
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Correlated
Alerts
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Graph ML

Investigate and Respond
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End-to-End Intelligent Automation

Automated &
Manual Response

Reporting
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Stellar Cyber for OT Environments

Combining IT and OT security in a single platform gives security teams a permanent
advantage over attackers who frequently attempt to exploit weaknesses and vulnerabilities
identified in an IT environment to move laterally into an OT environment to carry out an
attack, and vice versa.

With Stellar Cyber, security teams can now automatically detect the following:

Many flavours of SCADA protocols
SCADA network segmentation violations
Network attacks

Malicious or suspicious file transfers
Anomalous communication

IT-to-OT breaches



Selected Enterprise Customers
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Oracle Blackberry Check Point

Cyber.

Stellar Cyber and BlackBerry partner
for Al-powered security

Selected Use
F5 Networks SonicWall Garland (OT)
Cases —ier

(Technology Partners)

Cortex XSOR




Stellar Cyber Key Differentiators
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Single license,
single platform,
comprehensive SOC
tool suite with
Machine Learning
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“Open” XDR means

no vendor tool lock-
in; hundreds of
integrations into

your existing tools
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