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43%
of employees have used AI-
powered tools for work tasks — 
and over 2/3 did so without 
telling their boss

(Source: Fishbowl) 



The current state of AI feels like an Ox. It 

is stronger than a human and can pull a 

plough but needs either constant human 

guidance or narrow fencing. 

It is not quite at the level where we can 

ride it like a horse
 –Joscha Bach
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The Challenges of AI Adoption

● Security concerns are a major barrier to AI adoption

● Organizations are hesitant to trust AI systems with sensitive data

● AI systems can be vulnerable to hacking, privacy breaches and other cyber 

attacks including injections or data exfiltration

● It is expensive to run a model

Challenges











Goal is to allow safe use the of AI tools, wherever they live, 
without compromising performance. 



No user or device is trusted by default and all access 
must be continuously verified



Cloudflare One for AI

Zero Trust AI Security



How to securely use AI 

● Measure usage

● Control API access

● Restrict data uploads

● Check for misconfigurations*



Measure Usage

● Employees Testing

● Data Control

● Approved Tool



Control API access

● Control and scoped Inputs

● Securely share training data

● Tokens for each model and systems 

making API requests

● Log every requests

● Ability to revoke as needed



Restrict Data Uploads

● Stop oversharing of sensitive data

● Avoid security incidents

● Use predefined data set 

● Create custom data set

● Control who is allowed to experiment AI tools



Allowing, but limiting, chatbot usage
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Check for Misconfigurations*

● Integrate with popular AI services

● Check for misconfiguration before it turns to a security 

incident



67%
of organizations have adopted 
some form of AI in their software 
development processes.

(Source: McKinsey) 



Secure your applications that are using LLM

● Gain Visibility

● Identify abuses before they reach the models

● Detect sensitive data exfiltration from the model



AI Gateway - Observe and control AI usage

AI Gateway

● Gain visibility and control over 
your AI apps

● Insights into caching, rate 
limiting, as well as request -
retries, model fallback, and 
more

● Only takes one line of code to 
get started.



Firewall for AI



Start today!



Let’s Connect
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